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NnoPALOOK
AoCTyna COTPyAHUKOB
rBO0Y petckuin cap Ne 269 Mockosckoro parioHa CaHkT-lNeTepbypra

1. O6wme nonoxeHus
1.1. Hacroauwwme nopsipok goctyna (aanee — lMNopsigok) cotpyaHukos FBAOY aertckuin
cap Ne 269 Mockosckoro pavioHa CaHkr-lNetepbypra (ganee — N6A0Y) B nomeLyeHus,
B KOTOpPbIX BepeTcs obpaGoTka nepcoHanbHbiX AaHHbiXx (ganee— T[AH) B
MHOPMaLIMOHHBIX CUCTEMaX NepcoHanbHbIX AaHHbIX (aanee — UCIAH), ycTaHaBnusaeT
efvHble TpebosaHus k goctyny cotpyaHukos MBA0OY B cnyxebHble nomelueHus B Lensax
npefoTBpalleHna  Hapywenus npaB cybwektoB [1[H, obpabotka [1QH KOTOpPBbIX
HeobxoaumMa ons okasaHWUs rocyAapCTBEHHbIX U MyHUMUMNanbHbIX yenyr u obecnedeHus
kagpoBon u Oyxrantepckon gestenbHoctT B NBAOY, a Takke B uensix obecnedverHus
cobniopgeHus TpebosaHum 3akoHogaTensctea PO B obnactu MNOH.
1.2. Hacroswun [lMopsipok paspabotaH B cooTBeTCTBUM Cu4acTbio 1 «[llepeyHs mep,
HanpaeBneHHbIX Ha obecne4YeHne BbLINONHEHUA O0OA3aHHOCTENW, NPEeAYCMOTPEHHBLIX
depepanbHbiM 3aKOHOM «O nepcoHarnbHbIX AAHHBIX» U NPUHATBIMU B COOTBETCTBUM C HUM
HOPMaTUBHbLIMX NPaBOBbLIMUA akTamu, oneparopamu, ABNALWUMUCA rOCYAapCTBEHHbIMU
UM MyHUUMNanbHbIMW OpraHamuny», yTBEPXAEHHbIX noctaHosneHwem lMpasutenscrea PO
oT 21 mapta 20121, N2 211, u Ha ocHoBaHun «TpeboBaHuin © 3awuTe WHbopMayuu,
He COCTaBMSIOWENA TrOCYAAPCTBEHHYHO TanHy, COAEepXalledcs B rOCyAapCTBEHHbIX
NHGOPMAaLMOHHBIX CUCTEMax», yTBepXaeHHbIX npukazom ®CTIK Poccun ot 11 ceBpans
2013r. Ne17, wu «TunoBbix TpeboBaHu NO opraHu3auMm wn obecneveHuo
(bYHKUMOHMPOBAHUS LWKchpoBanbHbIX (KpUnTorpaduyeckmx) CpeacTs, npefHasHauYeHHbIX
ANS 3aLWWThI MHGOpMaLMKY, He cofepXallien CBEAEHWUN, COCTaBNAOWMX rOCYAAPCTBEHHYIO
TaliHy, B crnyyae WX ucnonb3oBaHus AnA obecnedyeHus 6e30nacHOCTU NEepPCOoHanbHbIX
AaHHbIX Npu ux 0BpaboTke B MHEPOPMALMOHHBIX CUCTEMAaX NEPCOHANbHBLIX AAHHBIXY,
yTBepxaeHHbIX PCB Poccun 21 pespans 2008 r. Ne 149/6/6-622.
1.3.  KoHTponupyemas 30Ha (panee — KOHTponupyemass 30Ha) — MNPOCTPaHCTBO
(TeppuTOopUs, 3aaHue, YacTb 3A4aHWUs, NOMELLEHWE), B KOTOPOM PacrnorioXeHbl CPpeAcTsa
asTomatmsaumm un sawmtbl UCIMQH, B TOM Ynucne aBsToMaTU3NpOBaHHble paboune mecrta
(nanee — APM), Ha koTopbix BegeTca obpaboTka MAH.
1.4. [llepedyeHb nomelleHuid, B KOTOpbIX BeaeTca obpabotka [MOH, n wMx rpaHulbl
ycraHaenusatoTcs npukasom FBA0Y «O6 onpeaenerny rpaHyL KOHTPONMPYEMOWN 30HbI U
TpeboBaHui k ee Ge3onacHOCTMY.
1.5. Hacroswwuin TMopsaok obssaTeneH ANA MNPUMEHEHUsT U UCMOSMHEHUs BCeMMU
coTpyaHukamu reA0Y.
1.6. OTBeTCTBEHHOCTb 3a cobnoaeHWe MonoXeHun Hacrosiwero [lopsaka HecyT
COTPYAHUKU CTPYKTYPHbIX noapasaenenun 'BA0Y, obpabatbisaowume [NOH, a Takke
PYKOBOAUTENU AaAHHBIX CTPYKTYPHbIX NOAPAa3AENeHnn.
1.7. KoHTponb cobniogeHus TpeGoBaHuin Hactosiwero [lopsaka obecneunsaer
OTBETCTBEHHbIW 3a opraHn3auuto obpaboTkm MNAH B FBA0Y.

2. Tpe6oBaHMA K NOMELEHUAM KOHTPONMUPYEMOMN 30HbI
2.1. BEeCKOHTPOMnbHbIA [OCTYN CTOPOHHUX NUL B MOMELLEHUS] KOHTPONMPYEMOW 30HbI
AOMmKeH BbITb UCKITIOYEH.
2.2. Bce nomeleHus KOHTPONMPYEMOW 30HbI AOSMKHBI BbiTb 060pyAOBaHbI OXpaHHOWM
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cvurHanusauuen, nubo npeaycmaTpueaTtbh KpYrioCyTOYHOE AEeXypPCTBO.

2.3. Orpaxgalowme KOHCTPYKUUW MNOMELLUEHUA KOHTPONUPYEMOW 30Hbl  AOMKHbI
npeanonaratb CyLIEeCTBEHHbIE TPYAHOCTN ANA HAPYLUNTENSA NO UX NPEOAONEHMIO.

24. K nomMeweHuaM  KOHTPONUPYEMOW  30Hbl, B  KOTOpPbIX  YCTaHOBNEHbI
Kpuntorpaduueckue cpeacrtsa sawmtol MOH (aanee — KpUNTOCpPEACTBa) UMK XPaHATCA
KNto4yeBble AOKYMEHTbI K HUM, (Aanee — pexvmHble NOMeLleHWs), NPeabABNATCS
y)XXEeCTOYéHHble TpeboBanua no 6e3onacHOCTH, ykasaHHble B pasgene S HacToswmx
Mpasun.

3. Ooctyn B NOMELWEHUs KOHTPONUPYEMOiA 30HbI
3.1. [docTyn nNOCTOPOHHWUX nNUL B NOMELEHUA KOHTPONMMPYEMOW 30Hbl, AOSMKEeH
OCYLLECTBNAETCA TONbKO BBUAY Cny>KebHOM HeobxoaMMOoCTw.
3.2.  Ha MOMEHT npucyTCTBMUA MOCTOPOHHUX NUL B NOMELLEHUN KOHTPONUPYEMOMN 30HbI,
AOMKHbI BbITb NPUHATBI MEPbl MO HEAOMNYLLEHMIO 03HAKOMIEeHUsI NOCTOPOHHMX nuy ¢ MNAH
(Hanpumep: MOHUTOPbLI MOBEPHYTLI B CTOPOHY OT MNOCEeTUTENnen, AOKYMeHTbl ybpaHbl B
cron, NMBO HaXOAATCA B HEMPO3PAYHOW Nanke Unu HaKpbITbl YACTBIMU NUCTamn Gymarn).
3.3. [onyck COTPYAHWKOB B NMOMELLEHUS KOHTPONMPYEMOW 30HbI OCPOPMIIAETCA nocne
nognucanns cotTpyaHukom ObssaTensCcTea 0 HepasrnalleHn MHopmMaummy, cogepxalien
nepcoHanbHble AaHHble, N UHCTPYKTa)a OTBETCTBEHHbIM 3a opraHu3sauuo obpaboTtkm MNMAOH
B NBAOY, nnbo oTBETCTBEHHbIM 3a obecneyeHne 6e30nacHOCTV NEPCOHanNbHbIX AaHHbIX
WMHOPMaLMOHHbBIX CUCTEM NepcoHarnbHbIX AaHHbIX MBA0Y.
3.4. B Hepaboyee Bpemsi NOMELLEHUS KOHTPONUPYEMOW 30Hbl AOIMKHbI CTaBUTLCA Ha
oxpaHy. Mpy 3TOM BCE OKHa U ABEPU B CMEXHbIE MOMELLEHUs AOMKHbI ObITb HaAEXHO
3aKpbITbl, MaTepuanbHble HocuTenu MNOH AomkHbl ObiTh YOpaHbl B 3anupaemble wwkadbl
(cendpel), APM BbIknOYeHb! UK 3abn0KMPOBaHbI.

4. Ooctyn B cepBepHble NOMELLEeHUSI KOHTPONIUPYEMON 30HbI
4.1. [ocTyn B CepBepHble MOMELUEHUA KOHTPONMMPYEMOWN 30Hbl Pa3peLléH TONbKO
agmuHuctpatopy  MCMAOH, oTtBeTcTBEHHOMY 3a  obecnedyeHne  ©e3onacHOCTU
NepcoHasnbHbIX AaHHbIX WH(POPMAaUMOHHLIX CUCTEM NEepcoHanbHbIX AaHHbiXx FBA0Y wu
OTBETCTBEHHOMY 3a opraHusauuto obpaboTku MO+ B FEA0Y.
4.2. Y6opka cepBepHbIX MOMELLUEHUIA NPOVUCXOAUT TOMbKO MPU CTPOroM KOHTpOne nuu,
yKasaHHbIX B NyHkTe 4.1 HacToAwwmx lNpasun
4.3. CepBepHble MOMELUEHMA KOHTPONMMPYeMOM 30Hbl B 06A3aTenbHOM nopsake
OCHalLaeTCs OXPaHHOW CurHanusauuen, CUCTEMOW BUAEOHabNIoAeHWs U CUCTEMOM
ABTOHOMHOrO NUTaHUA CPEACTB OXpPaHbl.
4.4, [loctyn B CepBEpHble NOMELLUEHUA KOHTPONUPYEMOM 30HblI MOCTOPOHHUX nvL
AOMYCKAETCA CTPOro MO COrnacoBaHMI0O C OTBETCTBEHHbIM 3a opraHusauuio obpaboTkm
NnAad s reAaoy.
4.5. HaxoxgeHne B CepBepHbIX NOMELLEHUSX KOHTPONMMPYEMOW 30HbI MOCTOPOHHUX NnL
6e3 conpoBoXaaroLero He 4onycTUMO.

5. Tpe6oBaHuA K peXMMHLIM NOMELLEHUAM

5.1. PexuMHble noMelleHuns BbIAENAKT C YYETOM pPasMEpoB KOHTPOSNMPYEMbIX 30H,
pernameHTMPOBaHHbIX  3KCMNyaTaUMOHHOW U TEXHUYECKOW  AOKyMeHTauuem K
KpunTocpeacTsam. [omMelleHns [OMKHbI UMETb NPOYHbIE BXOAHbLIE ABEPU C 3aMKamy,
rapaHTUpyloWUMn HaaéxHoe 3akpbiTue nomelleHnn B Hepabovee Bpems. OkHa
NOMELLEHUA, PacnonOXeHHbIX Ha NepBbIX UM NOCNEAHUX aTaXax 34aHUN, a TaKkke OKHa,
HaxoAslMeca OKOMO MNOXapHblIX NECTHUY W  APYrMX MeCT, OTKyAa BO3MOXHO
NPOHUKHOBEHWE B PEXWMHbIE NOMELLEHMUA NOCTOPOHHUX Nuu, Heobxoaumo obopyaoBaTb
METanNMYeCcKuMM peLuéTkamu, WNM CTaBHAMW, WNM OXPaHHOW CurHanusauuven, wnu
APYTMMW  CPeACTBaMW, MPEnsiTCTBYIOLMMU  HEKOHTPONMUPYEMOMY  MPOHUKHOBEHUIO
B PEXXMMHbIE NOMELLIEHUS.

5.2. PasmeweHnue, cneuynansHoe obopyaoBaHWe, OXpaHa M OpraHusauus pexuvma B



PEXMMHbIX MOMELIEHUAX AOMKHblI  UCKMIYUTD  BO3MOXHOCTb  HEKOHTPONMPYeMOro
NPOHUKHOBEHUA WNU npebblBaHUS B HUX MNOCTOPOHHUX NUL, a Takke NnpocMoTpa
NOCTOPOHHUMU NMLaMK BERYLUMXCA Tam pabor.

5.3. [ns npepoTspalleHus NPOCMOTPa U3BHE PEXUMHbBIX NOMELYEHUN X OKHA 4OMKHbI
ObITb 3aLMLLEHDI.

54. PexXxvMHble NOMELWEHUs AOMKHbl OblTb OCHAaLeHbl OXPaHHOW CurHanmaauven,
CBA3AHHOW CO CnyxOoW OXpaHbl 34aHUA UK AEXYPHBIM MO OpraHu3auuun. MicnpaBHOCTb
curHanusauun nepuogmyeckm HeobxoaAuMo NPOBEepsTbL OTBETCTBEHHOMY 32 OpraHu3auuio
obpaboTku M[H B COBMECTHO C npeacTaBuTENneM CryxObl OXpaHbl MW AEXYPHbIM MO
opraHvM3auun ¢ OTMETKOM B COOTBETCTBYHOLUUX XypHanax.

55. [nAa xpaHeHUs KIOYEBbLIX [AOKYMEHTOB, 3KCMMYaTAUVOHHOW U  TEeXHUYECKOWN
AOKYMEHTauun,  WHCTannupyrowmx KpUNTOCPeACTBa HOcuUTenenm  AOMKHO  ObiTb
NPeayCMOTPEHO HeobXxoaMMoOe  YUCNO  HaA@XHbIX  METanNUYECKMX  XpPaHWmuLL,
060pyAOBaHHbIX BHYTPEHHUMU 3aMKaMu C ABYMSI 3K3EMMASpamMyu KroyYel U KOZOBbIMM
3aMKaMu UnNU  NpUCNocobnNeHnsMM  Ansi OnevaTtbiBaHUs 3aMOYHbIX CKBaxuH. OpuH
3K3EeMNMAP KNtoYa OT XpaHUnuLLa 4OMKEH HaXOAUTLCS Y OTBETCTBEHHOIO 3a OpraHu3aumio
obpaboTku MNAH B FBA0Y.

5.6. [o okoHYyaHun pabouyero AHA PEXUMHOE NOMELLUEHWE U YCTAHOBMEHHbIE B HEM
XpaHunuLa AomkHbl BbiTb 3aKpbIThl, XPAaHUULLA OneYaTaHb!.

5.7. Knous OT pexumHbIX NOMELLEHUIW, a TakKe KN4 OT XpaHWnuwia, B KOTOPOM
HaxOAATCA KIIHOYN OT BCEX APYrMX XPaHWUNULL PEXUMHOIO MOMELLEHWUS, B ornevyaTaHHOM
BUAE AOMKHBI BbiTb CAaHbI NOA PAacnUCKy B COOTBETCTBYIOLLEM XypHane cny0Obl oxpaHbi
NN AEeXypHOMY MO OpraHusauuv OAHOBPEMEHHO C nepejadert noj OxXpaHy Ccammx
PEXMMHbIX nomelleHunn. [evyatn, npefHasHayeHHble ANA onevaTbiBaHUS XPaHUNULL,
AOIMKHbl  HaxoAUTbCA Yy NONMb30BaTenel KpUNTOCPEACTB, OTBETCTBEHHbIX 3a 3TU
XpaHunuia.

5.8. Tlpu yTpaTe kno4a OT XpaHunuwa unm oT BXOAHOW ABEpU B PEXMMHOE NOMELLIeHUe
3aMOK HeobXoAUMO 3aMeHUTb WNN nepefenatb ero CEeKPeT C W3rOTOBNEHMEM K HeMy
HOBbIX KIOY4EeW C A[OKYyMeHTanbHbiM odopmneHvem. Ecnn 3amok OT xpaHunuuia
nepeaenaTb HEBO3MOXHO, TO Takoe XpaHunuuie Heobxoaumo 3ameHuTb. [lopsaok
XPaHEeHUs KIOYEBbIX U APYrnX AOKYMEHTOB B XpaHUMMLLE, OT KOTOPOro yTpayeH Knoy, 40
U3MEHEHUs1 CEeKpeTa 3amKa yCTaHaBNMBaeT OTBETCTBEHHbIN 3a OpraHvnsauuio obpaboTku
Nnax s regoy.

5.9. B 0OblYHbIX YCNOBUAX PEXUMHbBIE NMOMELLEHUNA, HAXOAALWMNECH B HUX OneYaTaHHble
XpaHunuwia MoryT ObiTb BCKPbITbl TOMBKO MOMb30BATENAMW  KPUNTOCPEACTB  WUnv
OTBETCTBEHHbIM 3a opraHusauvio obpabotkv MAH B BA0Y. Mpu ob6HapyxeHun
NPU3HAKOB, YKa3blBaKLMX Ha BO3MOXHOE HECAHKUMOHUPOBAHHOE NPOHUKHOBEHME B 3TU
MOMELLEHUS WNU  XpaHunuwa nNOCTOPOHHUX JWL, O CNyYMBLUEMCSt LOMMKHO ObiTb
HeMeaneHHo coobLeHO OTBETCTBEHHOMY 3a opraHusauuio obpadotku MNAH B NBAOY.
MpubbIBLLUMIA OTBETCTBEHHDLIN 3a opraHunsauunio obpaboTku MAOH B FTBA0Y AomkeH oUeHUTb
BO3MOXHOCTb KOMMPOMETaLUUM XPaHALMXCSA KNHOYEBbIX U APYrMX AOKYMEHTOB, COCTaBUTb
aKT U NPUHATb, NPN HEOBXOAMMOCTN, MEPbI K NTIOKanM3auuu NocneacTBUA KOMNpoMeTaumm
NepCcoHarnbHbIX A@HHbLIX U K 3aMeHEe CKOMMNPOMETUPOBAHHLIX KPUNTOKNIOYEH.

5.10. Pa3smelieHne U MOHTaX KPUNTOCPEACTB, a Takke pApyroro obopyaoBaHus,
PYHKUMOHMPYIOLLIEro C KPUNTOCPEACTBAMU, B PEXUMHBLIX MOMELLEHUAX AOMKHbI CBECTU K
MWHUMYMY BO3MOXHOCTb HEKOHTPONMUPYEMOro AOCTyna MOCTOPOHHUX NUL K YKa3aHHbIM
cpeacTBam. TexHuuyeckoe obcnyxuBaHue Takoro 06opyAOBaHWA M CMEHA KPUNTOKIOYen
OCYLLECTBMAKTCA B OTCYTCTBME 1WU, HE AONywWeHHblX K pabote C  AaHHbIMK
KpUNTOCPEACTBaMM.

5.11. Ha Bpems OTCyTCTBMA NOnb3oBaTenen KpUNTOCPEACTB ykasaHHoe obopyaosaHue,
NpU HanUyUN TEXHUYECKON BO3MOXHOCTW, [OMKHO OblTb BLIKNIOYEHO, OTKMIOYEHO OT
NVHUKM CBSI3M K ybBpaHO B onevaTbiBaemble XxpaHunuwia. B npotuBHOM cnyyae no
COrnacoBaHuIo C OTBETCTBEHHbLIM 3a opraHunsaumio obpabotkm NMAH B FBA0Y Heobxoaumo
NpeayCMOTPETb OPraHW3auUMOHHO-TEXHUYECKME Mepbl, UCKNIoYalwme BO3MOXHOCTb
UCNONb30BaHUA KPUNTOCPEACTB MOCTOPOHHUMU NULIaMU.



